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Setup up Google with a 2FA Security Key

Wolf Creek security guide

Security reminder: Stop when a request feels unusual or urgent. Verify it using a trusted method
and contact Technology Services if you are unsure.

sTEP 1 Open two-step verification

Open your Google Account security settings and select 2-Step Verification.

Something you know

Something you have

username

[ user@mydomain.com

password

0O 6564 5691
0O 0565 7208
1928 7068

] 7939 0878
0O 48031781

9 Access Granted
@lg-Welalelp

2FA Security

Video reference: Open two-step verification.

0O 1749 6092
0O 5254 9570
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ster2 Add a security key

Choose Security key, then connect or activate the key when prompted.

@ tow X G 2:Sup Vercation x  +

< > o (@& P EHLAPAEF_hSyIDyi0tgPrsgIpt 126aqd2. | Xpil_zUiA

Google Account

« 2-Step Verification

Let's set up your phone

What phone number do you want to use?
[T

Google will oniy use this number for account securly,
Do use a Goagle Voice number.
Massage and dat rates may opply.

How do you want to get codes?

@ Textmessage () Phone call

Show mare options

Step 101 3 NEXT

Privacy Terme  Helg  About

Video reference: Add a security key.
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sTEP 3 Register the key

Touch or confirm the security key and give it a recognizable name.

@ Hew o X G Backup codes x o+

€ > c (& P kup-codes?rapt=AEjHLAPNsOYS0K_BhkPOaBKreAYpraMhrDyCT2¥wpb1-qu20eDXF-8PIUGCZBAKNTVFP2Fg/BXBCSIMRCHTIIBAVSKXQHAMauA

Google Account

<« Backup codes

Print a list of codes to keep with you that you can enter to sign in. Keep these
backup codes somewhere safe but accessible.
YOUR BACKUP CODES

10 backup codes remaining cw
Created just now

20243712 2682 8697

1402 6501 5897 4376

73152705 1681 8065

2558 2587 3087 6708

5624 6932 2486 1265
& Print codes 4 Download codes

Privacy Terme  Help  About

Video reference: Register the key.
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sTep 4 Add backup access and test

Keep another approved verification method available and test the security key before leaving
the setup page.

@ Newla X G 2:Step Verlicalion P v - o8 X

€ > C a - pt=AEHLAPNSOYTOK | Ywpb1-qu2OeDXF-8PIUQCZBAKNTVFP2FgBXBCIIMRCHTIIBdvSKXQYAMauA. ® % @ :

G i @

Set up additional backup steps 50 you can sign In even if your other options aren’t available.

o your Googla Ac
thod for 2-Step Verification

Note: If yo
ided as anoih

ADD PHONE

e Authenticator app

Use the Authe
Available for Android and iPhone.

or 99 10 get free verlfication codes, even when your phone |s offline.
SETUP

Voice or text message

Get codes by text message or phone call

SETUP

Devices that donit need a second step

You can skip the second step on devices you trust, such as your own computer,

Devices you trust
Lo I3

Ravoke trusted status from your dovices that skip 2-Step Verification

REVOKE ALL

Video reference: Add backup access and test.

Need help?

If you are unsure whether a message, sign-in, extension, or request is safe, stop and submit a
Technology Services work order at https://wcps.freshdesk.com/.
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