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Understanding and Enabling 2Fa on
your Google Account

Wolf Creek security guide

Security reminder: Stop when a request feels unusual or urgent. Verify it using a trusted method
and contact Technology Services if you are unsure.

sTEP 1 Open Google security settings

Open your Google Account, select Security, and find 2-Step Verification.

Something you know Something you have

username

[ user@mydomain.com

password

O 6564 5691 O 1749 6092
O 0565 7208 0O 5254 9570
O 1928 7068 0O 55151538
0O 7939 0878 0O 2799 7787

Access Granted
Or a phone

2FA Security

Video reference: Open Google security settings.
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sTEP 2 Start two-step verification

Follow the sign-in prompts and choose an approved verification method.

@ tow o X G 2Stpver

x +

& 5 C (@ mysccountgoogh com/signinaptions/mwerstep-verlicaton/enroll-weicome

Google Account

¢ 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign inta yeur Geogle Account, youl need your password and  verification
«code. Learn more

Add an extra layer of security

Enter your password and a unique verification code
thal's sent fa your phone

Keep the bad guys out

-
a Even if someone else gets your password, it won't be
enough 10 sign In to your account

Video reference: Start two-step verification.
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sTEp 3 Add a backup method

Add another approved way to sign in so a lost or unavailable phone does not lock you out.

@ NewTa X G 2:Swp Verication x v - a8 x
€ 9 C | @& mysccountgoogle.com/sign: p-verifica o pt?rapt=AEHLIOBE ESKBKF Is6QANOh-6FfaDjdohp BYNARB7JPIBLOVASIARKEQaN QBBFIGANIQTIH WG zr @ :
Gaoogle Account @ o

¢ 2-Step Verification

Turn on 2-Step Verification?

Second step Google prompt (default)
Backup option:  Backup codes

You'l stay signed in to lee.dale@wollapps.ca on these devices: iPad and wetrick's [Phane.

You might be signed out of your other devices. T sign back in, you'll need your password and
second step.

Video reference: Add a backup method.
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sTEP 4 Test the setup

Sign out and sign back in to confirm two-step verification works before relying on it.

& 2-Step Verification M y ext ra
methods

Google
2-Step Verification
TR o b Sk Google
(-]
\ 2-Step Verificati

This extra step shows it

tn
@
g Try another way to sign in

Open the Gmall spp on Appie IPhone 11 Pra Max

.

(Googie sent a pobiication o your Appbe Phcne 11 PIo Wkx Open e Gmad g e 27 Yes o e prerres i ey 8yl 1 - st o e it :.

© Octavertcationcods o e Boogle Aubenteair i

[5)  Enterone of your 8-digt backup codes

Video reference: Test the setup.

Need help?
If you are unsure whether a message, sign-in, extension, or request is safe, stop and submit a

Technology Services work order at https://wcps.freshdesk.com/.
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